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Gradivo je last Slovenskega instituta za revizijo in je predmet avtorske zascite in drugih oblik zascite intelektualne lastnine. Prepovedano je kakrsnokoli
reproduciranje, razen izklju€no za osebno uporabo in v nekomercialne namene, pri Eemer se morajo ohraniti vsa opozorila o avtorskih ali drugih pravicah,
zato se ne smejo prepisovati, razmnozevati ali kako drugace razSirjati. Naveden mora biti tudi vir.
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KODEKS POKLICNE ETIKE NOTRANJEGA REVIZORJA

2.3. Sodelovanje med notranjimi revizorji temelji na tovaristvu, odkritosti in
izmenjavanju izkusenj. Notranji revizor svojemu stanovskemu tovarisu ne odrece
pomoci v obliki nasveta ali mnenja. Ceni in spostuje znanje, dostojanstvo in
strokovnost vsakega sodelavca v notranjerevizijski dejavnosti in drugih
dejavnostih.

Od notranjega revizorja se pricakuje, da je sposoben prepoznavati in
predvidevati tveganja, loCevati bistveno od nebistvenega, spodbujati in
navdusSevati zaposlene v organizaciji za uvajanje sprememb in ¢lane revizijske
skupine za uspesno opravljanje notranjerevizijskih nalog, dojemati razumno
poslovno sebicnost znotraj sprejemljivih in sprejetih moralnih norm ter da je
clovek s strokovno in moralno sirino, ki se kaze v njegovi postenosti in
pravicnosti, iniciativnosti, motiviranosti, odgovornosti, molcecnosti, lojalnosti,
zanesljivosti, neodvisnosti, nepristranskosti, resnicoljubnosti, vestnosti,
prizadevnosti, iznajdljivosti, natancnosti, odkritosti, pripravljenosti strokovno
pomagati sodelavcem, ukazeljnosti, radovednosti, ustvarjalnosti.




* Mednarodni standardi strokovnega ravnanja pri notranjem
revidiranju

* GTAG Revidiranje upravljanja omrezij in omrezno komuniciranje
* COSO Navodilo za upravljanje tveganj prevar

* COSO Doseganje uspesnega sistema notranjih kontrol pri
trajnostnem porocanju

* /ZJF
* Drugo




Mednarodni standardi strokovnega ravnanja pri
notranjem revidiranju

e International Internal Audit Standards Board completes review of

public comments on Global Internal Audit Standards (theiia.org)

(31. 10. 2023)

The most frequently recurring comments of concern included:

An increased usage of the word “must;” making the Standards seem too prescriptive.

Unclear requirements for external quality assessments.

The applicability of the Standards to public sector and small internal audit functions.

Missing or vague terminology in the Purpose of Internal Auditing.

Requirements for 20 hours of continuing professional education and specific competencies for all internal auditors.
Requirements for board actions stated too directly and missing responsibilities for senior management.
Unclear distinction between internal audit mandate and the internal audit charter.

Confusion about appropriate measures of internal audit performance.

The applicability of requirements to both assurance engagements and advisory engagements.
Requirement for internal auditors to make recommendations related to findings.

Perceived requirement of “ratings” and “rankings” for findings and conclusions.

Requirement for a statement of conformance or nonconformance in final engagement communications.




Temeljna nacela strokovnega ravnanja pri notranjem revidiranju

Motranji revizor:

1. izkazuje neoporetnost,

2. izkazuje strokovnost in potrebno poklicno skrbnost,

3. je nepristranski in brez nedopustnega vplivanja (neodvisen),
Notranja revizija:

4. je usklajena s strategijami, cilji in tveganji organizacije,

5. ima primerno meslo v organizaciji in ustrezne vire,

6. izkazuje kakovost in nenehno izboljSevanie,

7. utinkovito komunicira,

Rezultati dela:

8. dajejo zagotovila na podlagi ocene tveganj,

9. izkazujejo prodornost, proaktivnost in usmerjenost v prihodnost,
10.  spodbujajo izboljSave v organizaciji.
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* zagotoviti, da so cilji, tveganja in notranje kontrole omrezij in omreznega
komuniciranja povezani s strategijo in cilji organizacije; zahteve,
priCakovanja in viri morajo biti konkretizirani v politikah, postopkih in
financnih ter tehnicnih planih

 upravljanje domen (vzpostavljen popis obstojecCega stanja)

 vzpostavljeno upravljanje omreznega komuniciranja (izmenjava
podatkov, uporaba oblacnih storitev)

e dostopi do omrezja so zagotovljeni le za pooblas¢ene raCune, urejen
proces spremljanja dostopov in nacin dostopanja do zunanjih omrezij

* redno spremljanje dogodkov; skupaj z odgovornimi za kibernetsko
varnost se analizirajo vse »neobicajne« aktivnosti




SLOVEN
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* kontrole dostopa
 kibernetska varnost
* oddaljeni dostopi .......

* Revidiranje odzivanja in okrevanja po kibernetskem incidentu

* Revidiranje delovanja kibernetske varnosti: preprecevanje in
odkrivanje

* Revidiranje mobilnega racunalnistva

* Tveganja??
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e COBIT 2019 vsebuje 40 ciljev, ki so razdeljeni na 1202 aktivnosti
* NIST 800-53, 298 kontrol in 709 podkontrol
* CIS Controls Verison 8, ki vsebuje 18 kontrol

*  COBIT 2019 Framework: Governance and Management Objectives practices
o BAIDS.O2 Manage Critical Assets
o D5505.02 Manage Network and Connectivity Security.
o DS505.03 Manage Endpeint Security
®  NIST 5P 800-53r5controls:
o AC-TT Remote Access,
o AC-19 Access Control for Mohbile Devices.
o AC-20 Use of External Systems
o AU-I6 Cross-Organizational Audit Logging
o CA-3 Information Exchange
o 5C-T Boundary Protection
* (IS Controls safeguards:
o 127 Ensure Remote Devices Utilize a VPN and are Connecting to an Enterprise’s A84
Infrastructure

o 135 Manage Access Contral for Remote Assets

-
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Al Navodilo za upravljanje tveganj prevar

e druga izdaja, marec 2023

* zadnja dognanja na podrocCju preprecevanja prevar

e posodobljena terminologija

e obravnava tudi razvoj tehnologije in analizo podatkov

* namenjen organizacijam vseh velikosti in vsem industrijam, pri
cemer je jasno zapisano, da mora biti prilagojen kompleksnosti,
podrocCju dela in drugim dejavnikom




5K
gﬁu Navodilo za upravljanje tveganj prevar

Figure 1. Ongoing, Comprehensive Frand Risk Management Process




Navodilo za
upravljanje tveganj
prevar

PG Notranja revizija in prevare

Dokument ponuja dve moznosti za implementacijo
programa preprecevanja prevar:

uporabo drugega nacela iz dokumenta (izvedba
celovite presoje tveganj za prepoznavo shem prevar
in tveganj, povezanih z njimi, ocenjevanje verjetnosti
in pomembnosti, presoja obstojecih aktivnosti in
priprava akcijskih nacrtov izboljSanja obvladovanja
tveganj, Ce je to potrebno), pri éemer organizacija
uposteva osmo nacelo iz Celovitega okvira notranjega
kontroliranja (Organizacija prouci moznosti za
prevare pri ocenjevanju tveganj za doseganje

ciljev), ali

v celoti implementira vsebino prenovljenega
navodila, ki vsebuje pet nacel za preprecevanje
prevar.

Relatlonship Between the COS0 2013 IC Framework’s Flve Components and 17 Internal
Control Princlples and this Gulde’s Flve Fraud Risk Management Principles

COS0 revised its Intarmal Comtrod — Intogra od Framework in 2013 toincorporate 17 principles. These 17 principles ara
associated with the five intarnal control components COS0 astablished in 1992, This Guide's five fraud risk managemant
principles fully support, are entirely consistent with, and parallal the COS0 2013 IC Framework’s 17 intamal control principles.
The correlation betweean the fraud risk management principles and the COS0 2013 IC Framework’s intamal control
components and principlas is as follows:

COS0 Framework Components and Principles Fraud Risk Management Principles

1. Theomarizstion demonstrates 3 commitment b inbegrity and ethizal valuss.

2. The board of directors demonsrzies independence from management ard
eemizes cversiphi of the development and performance of imemal comred.

R anagaart hogfam ot tamoreis
= . . . sk Manzga ram Bmons|
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1] L | i arﬂaﬁ'gi values regerding managing fraud risk.
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competent irdividuals in afignment with objectives.

B. Theomanizstion holds individuals accoumiable for their imernal contr]
respornsiilities in the pursuit of ohjectives.

B Thao?nm' jon 3pecifies chjectives withsufficient clarity o enable the
identification and assessmert of risks relating o objpctives.

7. Theomarization identiies risks 1o the achisvement of its ohjectives o .
acposs the enfity and analyzes risks 35 3 basis for determining how the 2 The oranization perfiorms comprehensive fraud
risks should be managed. rigk assessments o identily specific fraud schemas
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8. Theomanization identiies and assesses charges that could significantly
impact the system of intemal ol

10.The smanization selects and develops contr| activities that contribube tothe
mitigation of risks 1o the achievement of chjsctives 1o arospiahle levels.
3. The omanization selects, develops, and deples
11.Tm?ga'iﬁimadam=nﬂdmb|n:gmnrﬂ coirol activities over preventive and detective fraud control activitiss bo
technology 1o support the ach cfobjectives. mitigate the risk of fraud ewents ooouming or not

bairg detcted in & timely mamer.
12.The omarization deploys control sctivities though policies that establish
vetaat iE eepecied arﬁ?&nﬂumﬂmwtpdidm %mt’nn

13.The omarization obiming or generetes and wses relevant, quality imomation
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16.The o marization communicates with exdemal parties reganding matters
aifectirg the funzbioning of other components of inemal mn%.

16.Theo jon selacts, develops, and perfomes ongod a;lfi,for & The omanization sdects, develops, and perfoms
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sistema notranjih
kontrol pri trajnostnem
porocanju
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* opredelitve najpomembnejsih pojmov

e 17 nacel Celovitega okvira notranjega
kontroliranja v povezavi s trajnostnim
poroCanjem

* privsakem nacelu so npr. dodatno
izpostavljene zaveze, da organizacija
spostuje tudi vsa pricakovanja, povezana z

upravljanjem okoljskih, druzbenih in ACHIEVING EFFECTIVE INTERNAL CONTROL
upravljavskih tveganj OVER SUSTAINABILITY REPORTING (ICSR):
Building Trust and Confidence through the
COSO Internal Control—Integrated Framework

A
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ﬁ%ﬁlﬂlﬂ Doseganje uspesnega sistema notranjih kontrol pri
il trajnostnem porocanju

Environmental Social Governance

. Biodnersity Community refations Anti-bribery and anti-corruption
Climate change Diata privacy Anti-iraud
Deforestation Diveriity, equity, snd indusion Corporate board, structure
Energy use Education and tramning Data protaction
Extrome weather Employee compensation and benefits | Executive compensation policies
GHG emissions Employes engagement Regulatory compliance
Landil Health and wafety, product use Sharehalder rights and engagement
Oceans Health and safety, production Transparency, disclosure
Recyding Humnan rights Whistleblower palicy
Soll health Modern slavery

Transportation Opportunities for meaningful work

Water management Undon rights ﬂ
E—




:ﬂgw Doseganje uspesnega sistema notranjih kontrol pri
il trajnostnem porocanju

* Pomoc pri dolocanju odgovornosti
* Tudi razumevanje koncepta NK

 Kako sta vizija/poslanstvo povezana s cilji
* Sodelovanje (multidisciplinarnost)

 Kako si lahko pomagamo z obstojecCim sistemom za financno
porocanje

» Kako preoblikovati obstojece kontrole
* Bistvena je materialnost
e Za¢nimo zdaj ©
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Doseganje uspesnega sistema notranjih kontrol pri
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POINTS OF FOCUS

P Sets the tone at the top

An organization’s actors look to how senior
leadership behaves, speaks, acts, and directs
others to act.® Senior leadership can prioritize
and facilitate the building of respect toward
building a sustainable business. Senior leaders
can infiuence conduct and performance by
behaving as role models.

P Establishes standards of conduct

Chrganizations establish standards of conduct
for their actors. OHten, an organization, at its
highest levels, operationalizes its mission or
purpose through a values statement. These
walues are then further operationalized with
sustainable business programs and policies that

are communicated throughout the organization.

P Evaluates adherence to standards of conduct

Crrganizations establish & system or processes to
assess whether its actors are complying with its
established values and policies, including those
that apply to values and policies that support
the crganization’s efforts to act sustainably.

Thiz means developing owversight processes,
including internal audit review, if appropriate.

P Addresses deviations in a timely manner

An organization follows up when an actor
{or group) diverges from its policies around
sustainable business management and
reporting. This is effectuated through
communications and follow-up with the
purpose of correcting course and supparting
improvement and development.
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CEO LETTERS

A widespread practice in setting the tons at the top and setting sustsinable business priorties is

the CEO letter. For enample, inits 2021 sumtsinability report, United States Steel President and
CED Dumacl B, Bumitt stetss:

Steol is orical 1o a healthy manufacturing bass, and it & incumbent upon companies like sur 1o
take the necessary stepa to remain sconomic engines that best support their employees, bost
peres their customen, bedt snrach their cormminities, snd best revard their stockholders We
baliewe the key to achisving all of thess things s making sustamability central to who we are and
what we do....our Best for Al approach to sumtwinabality. . b5 making B possible for us 1o get to
our future fast er—a future whare we are leading our industry in the development of innovative,
profitable, and sustainable stes! solutions that are best for people and the planet

Moving to putl the message into practios, Burritt and the company's basrd of deecton appoerded
& mow chief strategy and sustainability offices, who has joined the senior managemant team. This
sends a message that sustsinability is core to the company achieving its long-term strategy to
further its mizsion.

CEO ANNOUNCEMENT: B CORP

In Masrch 2022, The Yita Coco Company anncunced that it had become a Certified B Corporation. In
the announcement, Mike Kirban, lownder and eo-CED, stated:

We've alwmn been on a mission 1o create more equitabls sccsss te natural, betterfaryou produsty
in & responsdle way. leining a neteork of like-minded organizations will create collective impact to
democratize health and wellness. W are honored to ecelve tha distinetion and become part of the
B Corp commuanity
This & ndeed & control sctrvity, became it snnounces to sl staleholders the company’s cormmitrment
te RE missicn. Fram this, the compary sngeges all stakebalders 1o comnbate rescuress 1o reach its
objectives, which include positive impact on farming communities in the Phiippines, Sri Lanka, and
Ecusadar.

_
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PRIPOROCILA

IN PRICAKOVANJA
SLOVENSKEGA
DRZAVNEGA
HOLDINGA

ﬂ SLOVENSK] DEZNN HOLORG, 8.4

vecletno poslovanje druzbe in skupin,
redno porocanje, nabava blaga in storitev,
sponzorstvo in donatorstvo, optimizacija
stroskov, upravljanje korporativne kulture,
trajnostno poslovanje, upravljanje tveganj

ila

je pregledov
poslov, i1 domnevno
remenijo upravo
druzbe injih vodi
nadzorni svet

A

Namen tega dokumenta je ¢lanom
nadzornih svetov in ¢lanom komisij
nadzornega sveta, ki jim je bila
naloga dodeljena, predstaviti
priporocila in izku$nje glede
vodenja pregledov poslov, ki so
domnevno

Skodljivi za druzbo in bremenijo
upravo druzbe. Ti postopki se
pogosto zacnejo z anonimnimi
pismi z opisi

ocitkov glede domnevnih
nepravilnosti uprave.




The role of Internal
Audit in ESG in the
Banking sector

ENTE 1 and crndinTiaks

S U N E

Internal vs External Audit on ESG

While the intermal and ectarnsl audit Funetions could r'1:|r11;||1=|r'l-r'|r Each other, thisr
purposes and areas of focun differ. The Institute of Internal Auditors [IIA) emphasizes
that the twe functions do not compete or confliel; rather, they both contnbute bo

gffective povaernance, In genaral, Internal puditora L B haliatic veeww af than cfgani-
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andorsing the integrty of nan-financel | alated) public disclosures and ensuring
rI'-F_-',' “E'h" nwith financial information in external re irlg 1o irnestors and stakehialo-
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Given the importance, here's a checklist to help you get started:
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organization s approaching ESG

Conduct a matoriality assessment and
craats a kst of the topics that ane matersal
ko yaur organtsation

Undarstand how ESG aligns with your
arganizations strategy and pinpalnt the
ESG fopics that are most applcabie to
yousr business

Familiarize yourssi with yaur
arganizations currenl ESG pragram and
what's being reported bath ntemally or
extarnally

Integrate materia! ESG-related nsks into
yousr brosdar anterpriss risk assessmant
and managmmant process

O Start suditing the compleleness
and accuracy of ary current ESG-
redated metrics that your orgamzateen
reports extarmally

Dervelop, implemant, and harmonize
polictes, processes, controls, and control
ackiaties to maximize ESG opporunitias
and mitigate risks

implement maonitoring actities across
the sacond and thand lines of defense to
determing If control sethatles sre yelding
expacted results and helping schisve S0
commitments

Establish a mpular reporting process

fo share relevant information with
stakeholders on ESG parfarmance and
compliance with regulatory requirements

Re-syvaluste and respond to new
ESG-retated risks with appropriate internal
controls

Schaduls retrospactive mviess (o
determing what’s working woll and haw to
continuously improve
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Figure 8. Risk-based approach in Al (subject to changes) (EPRS, 2022)

Low and minimal risk




AVIGATING A TECHNOLOGY

FILLED HORIZON

prot it

Eyhersmar‘rtv is the top priority
...and by a wide margin.

Al is an emerging risk with gapsin
organisational preparedness and
audit proficiency.

The talent gapin IT is a growing
CONCer.

Data privacy is a growing
regulatory challenge.

Data governance and
transformation are of significant
CONCem.

Navigating the complex
landscape of third-party and
vendor risk is achallenge.

Mare frequent auditing drives
risk preparedness.
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. BRENE BROWN . . :
Reactive vs. Proactive Time
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Zmota # 3: Vse zmorem sam.

https:/fwwww dave-bailey.com/blog/proactive-vs-reactive
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