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This alert is issued by staff of the International Auditing 

and Assurance Standards Board (IAASB) to highlight a 

number of emerging practice issues that may affect the 

audit evidence obtained through external confirmations. 

Although properly designed and controlled external 

confirmation requests can be very effective in obtaining 

appropriate audit evidence, auditors may face a number 

of issues that can affect the relevance and reliability of 

the audit evidence obtained. An awareness of such issues 

may assist auditors in planning effective use of external 

confirmation procedures. Therefore, this alert has been 

prepared to highlight these issues and to bring to auditors’ 

attention matters to consider when deciding whether 

to request external confirmations, when designing and 

carrying out such procedures, and when evaluating the 

responses received.1

This alert does not amend or override the ISAs that are  

currently effective, the texts of which alone are authoritative. 

Reading the alert is not a substitute for reading the ISAs.  

The alert is not meant to be exhaustive and reference to the 

ISAs themselves should always be made. In conducting an 

audit in accordance with ISAs, auditors are required to com-

ply with all the ISAs that are relevant to the engagement.2

EMERGING PRACTICE ISSUES REGARDING the USE of EXTERNAL CONFIRMATIONS 
in an AUDIT of FINANCIAL STATEMENTS

1

S T A F F  A U D I T  P R A C T I C E  A L E R T

Topics Discussed in this Alert

•	 Remaining Alert to the Possibility of Fraud in the 

Confirmation Process

•	 Circumstances Where External Confirmation  

Procedures May Not Provide Sufficient Appropri-

ate Audit Evidence

•	 Use of Technology in the Confirmation Process

•	 Disclaimers and Other Restrictions in Confirma-

tion Responses

1	 Many of the matters highlighted in this alert are being considered by other standard setters in a potential revision of their auditing standards on external 

confirmations. For example, on April 14, 2009, the U.S. Public Company Accounting Oversight Board issued a concept release on possible revisions to its 

standard on audit confirmations.

2	 References to ISAs in this alert are to the extant standards unless otherwise stated. The complete set of ISAs that are currently effective is available for 

download at http://www.ifac.org/members/downloads/2008_iaasb_handbook_Part_I-Compilation.pdf.

Key Messages 

•	 External confirmation procedures can be an  

effective tool in obtaining relevant and reliable 

audit evidence when used properly.

•	 Circumstances may exist where it may be difficult 

to obtain responses to external confirmation 

requests or all the information requested. While 

such difficulty should not dissuade auditors from 

sending confirmation requests in appropriate 

circumstances, the auditor may discover that con-

firming parties will not respond or provide all the 

information requested by the auditor and, there-

fore, may need to plan alternative or additional 

procedures.

•	 While a confirmation request may be an appro-

priate substantive procedure to obtain relevant 

audit evidence regarding some assertions, it may 

not provide appropriate audit evidence regarding  

others. Accordingly, it is important that proper 

regard be given to whether requesting confirma-

tions will provide sufficient appropriate audit  

evidence when testing specific assertions.

•	 All confirmation responses carry some risk of 

interception, alteration or fraud. Such risk exists 

regardless of whether a response is obtained 

in paper form, or through electronic or other 

medium. Accordingly, it is essential that the  

auditor maintain control over the confirmation 

(continued on next page)

http://www.ifac.org/members/downloads/2008_iaasb_handbook_Part_I-Compilation.pdf
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3	 ISA 505, “External Confirmations.”

4	 ISA 505, paragraph 2.

5	 ISA 500, “Audit Evidence,” paragraph 2.

6	 ISA 500, paragraph 7.

7	 ISA 500, paragraph 9.

8	 ISA 500, paragraph 9.

9	 ISA 505, paragraph 30.

information regarding the terms of transactions as well as 

the absence of certain conditions such as side agreements.

Relevant Auditing Standards

ISA 5053 establishes the relevant requirements and provides 

guidance on the use of external confirmation procedures to 

obtain audit evidence. ISA 505 requires the auditor to deter-

mine whether the use of external confirmations is necessary 

to obtain sufficient appropriate audit evidence at the asser-

tion level. This determination is based on a consideration of 

the assessed risk of material misstatement at the assertion 

level and how the audit evidence from other planned audit 

procedures will reduce the risk of material misstatement at 

the assertion level to an acceptably low level.4

The auditor is required to obtain sufficient appropriate 

audit evidence to be able to draw reasonable conclusions on 

which to base the audit opinion.5 ISA 500 explains that for 

audit evidence to be appropriate, it must be both relevant 

and reliable.6 

Relevance deals with the logical connections with, or bear-

ing upon, the purpose of the audit procedure and, where 

appropriate, the assertion under consideration. A given set 

of audit procedures, for example, may provide audit evi-

dence that is relevant to certain assertions, but not others. 

The reliability of audit evidence is influenced by its source 

and by its nature and is dependent on the individual cir-

cumstances under which it is obtained. ISA 500 observes 

that audit evidence is generally more reliable when it is 

obtained from independent sources outside the entity.7 

However, even when audit evidence is obtained from 

sources external to the entity, circumstances may exist that 

could affect the reliability of the information obtained.8 In 

addition, ISA 505 emphasizes the importance of the auditor 

maintaining control over the process of selecting those to 

whom a request will be sent, the preparation and sending of 

confirmation requests, and the responses to those requests.9

process. It is also important that the auditor main-

tain appropriate professional skepticism through-

out the confirmation process, particularly when 

evaluating the confirmation responses.

•	 The ISAs do not preclude the use of electronic  

confirmations, as they can, if properly managed, 

provide appropriate audit evidence. However, there 

are additional risks that may affect the reliability 

of confirmations received through an electronic 

medium that may need to be taken into account 

when designing the confirmation procedure.

•	 Disclaimers and other restrictions included in 

confirmation responses do not necessarily inval-

idate the reliability of the responses as audit evi-

dence. However, in evaluating the responses to 

determine whether they provide appropriate audit 

evidence, the auditor may need to carefully con-

sider the nature and substance of the restrictions.

(continued from preceding page)

Background

An external confirmation is audit evidence obtained as a 

direct written response to the auditor from a third party 

(the confirming party), in paper form, or through elec-

tronic or other medium.

Requesting external confirmations is a commonly used 

audit procedure in an audit of financial statements. It can 

be useful in obtaining audit evidence about relevant finan-

cial statement assertions regarding such items as receivables 

and payables, bank and other third party deposits and lia-

bilities, investments, inventory, guarantees, contingent lia-

bilities, significant transactions outside the normal course 

of business, and related party transactions. Also, while a 

confirmation request is often made in relation to account 

balances and their elements, it can also be used to obtain 
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The auditor is required to exercise professional skepticism 

in accordance with ISA 200.10 ISA 200 explains that “an  

attitude of professional skepticism means [that] the auditor 

makes a critical assessment, with a questioning mind, 

of the validity of audit evidence obtained and is alert to 

audit evidence that contradicts or brings into question the 

reliability of documents and responses to inquiries …”11  

If there is any indication that a confirmation response may 

not be reliable, ISA 505 emphasizes the need for the audi-

tor to consider the response’s authenticity and to perform 

audit procedures to dispel any concern (for example, the 

auditor may choose to verify the source and contents of the 

response in a telephone call to the purported sender).12

Remaining Alert to the Possibility of  
Fraud in the Confirmation Process

External confirmation procedures may be effective in 

detecting fraud when used properly. However, certain 

recent cases of major corporate fraud have brought into 

focus the importance of being alert to:

•	 The circumstances in which the confirmation process 

is conducted;

•	 The characteristics of the respondent, particularly its 

independence, objectivity, motivation, and authority  

to respond; and

•	 The nature of the information received.

A particular circumstance where the auditor may need to 

be alert to the possibility of receiving a fraudulent response 

to a confirmation request is when requesting confirmation 

about the entity’s assets from another entity that is both the 

custodian and manager of those assets. The possible lack 

of proper segregation of duties over the custodial and asset 

management functions in such a case may create a fraud 

risk factor in the confirmation process. Consequently, this 

situation may need to be considered when designing the 

confirmation request and evaluating the results in accor-

dance with ISA 505.13 For example, if the auditor knows the 

identity of an authorized individual within the custodial 

function who is not involved in the asset management 

function, it may be possible to direct the confirmation 

request to that individual. Corroborative procedures could 

also be performed. For example, when confirming the  

existence of investment securities held by the entity with  

an investment manager, additional procedures that might 

be performed include:

•	 Obtaining a list of the entity’s transactions during the 

period from the relevant securities clearing house and 

performing appropriate reconciliations.

•	 Confirming the transactions in the entity’s accounts 

with independent brokers used by the investment  

manager and performing appropriate reconciliations.

On the other hand, when the entity’s assets are both held 

and managed by a single individual, this creates a de facto 

fraud risk factor in the confirmation process. Alternative 

procedures may be more effective in obtaining the neces-

sary audit evidence in such circumstances.

The current economic environment may also increase 

incentives for fraudulent financial reporting. Many entities 

around the world are experiencing greater challenges with 

regard to their profitability and, in some cases, their ability 

to continue as a going concern. In such circumstances, the 

risk of fraudulent financial reporting may be greater.14 Even 

when the auditor retains control over the confirmation 

process, there may be a higher risk of collusion between 

management and the respondent in responding to the audi-

tor’s confirmation request in the present economic environ-

ment. The significance of this risk will depend on the extent 

of influence the entity and its management have over the 

respondent. For example, it may be higher if the respondent 

is a related party of the entity or is economically dependent 

on the entity. Accordingly, when evaluating the reliability 

of a confirmation response, it may be important to be alert 

to the entity’s circumstances and its environment, the cir-

cumstances surrounding the confirmation process, and the 

10	 ISA 200, “Objective and General Principles Governing an Audit of Financial Statements,” paragraph 15.

11	 ISA 200, paragraph 16.

12	 ISA 505, paragraph 33.

13	 ISA 505, paragraphs 28-29.

14	 ISA 240, “The Auditor’s Responsibility to Consider Fraud in an Audit of Financial Statements,” establishes the relevant requirements and provides 

guidance on the auditor’s responsibility to consider fraud in an audit of financial statements.
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information obtained from the confirmation process that 

may indicate a risk of material misstatement.

Being alert to the possibility of fraud may be particularly 

important when an external confirmation is the primary 

audit evidence for a material financial statement item,  

particularly if the item itself is susceptible to fraud. This 

risk may arise, for example, when requesting confirmation 

of the existence of liquid funds and investments held by the 

entity in an offshore jurisdiction. In such a case, as part of 

maintaining control over the confirmation process, ISA 505 

indicates that a key consideration is whether the response 

has come from the purported sender.15 Procedures that 

might be performed include:

•	 Telephoning the respondent to corroborate the infor-

mation provided in the response.

•	 Telephoning the respondent’s supervisor to corrobo-

rate the respondent’s independence, knowledge of the 

matter, and authority to respond.

•	 Sending confirmation requests at interim and period 

end dates, and reconciling period movements in the 

relevant account balances using the entity’s records 

and other relevant information.

•	 Contacting an audit or law firm in the offshore juris-

diction to confirm the existence of the entity holding 

the funds (through corporate registers or the existence 

of a legitimate office (especially if the holding entity’s 

mailing address is a post office box)).

Heightened professional skepticism may also be called for 

when dealing with unusual or unexpected responses to 

confirmation requests, such as a significant change in the 

number or timeliness of responses to confirmation requests 

relative to prior audits, or a non-response when a response 

would be expected. These circumstances may indicate  

previously unidentified risks of material misstatement  

due to fraud. In such cases, the assessed risks of material 

misstatement at the assertion level may need to be revised, 

and planned audit procedures modified, in accordance 

with ISA 315.16

Circumstances Where External Confirmation 
Procedures May Not Provide Sufficient Appropriate 
Audit Evidence

ISA 505 emphasizes that the design of a confirmation 

request involves a consideration of the assertions being 

addressed.17 It also notes that the practice of potential 

respondents in dealing with confirmation requests is a 

factor in deciding the extent to which to use external con-

firmations.18 A confirmation request may therefore not 

necessarily be the most appropriate response to an assessed 

risk of material misstatement regarding a specific assertion.

One circumstance where a careful consideration of whether 

a confirmation request will provide sufficient appropriate 

audit evidence, and the design of any confirmation request, 

may be important is when seeking to obtain audit evidence 

regarding investments. 

For some types of investments such as hedge funds, private 

equity funds, so-called “funds of funds” that invest in hedge 

funds, and investments in limited partnerships, respondents 

may be unwilling or reluctant to confirm relevant informa-

tion on the basis of client confidentiality or for competitive 

reasons. In such circumstances, it may be necessary to con-

sider performing alternative or additional audit procedures 

to address the existence and valuation assertions.19

Even when a response is received in these circumstances, 

the auditor may need to carefully evaluate the information 

that has been confirmed. For example, while the response 

may provide relevant audit evidence regarding the existence 

assertion, it may not provide, either in the aggregate or on 

a security-by-security basis, adequate audit evidence with 

respect to the valuation assertion. In such circumstances, 

additional or alternative audit procedures may be necessary. 

It may, for instance, be possible, through discussion with 

15	 ISA 505, paragraph 30.

16	 ISA 315, “Obtaining an Understanding of the Entity and Its Environment and Assessing the Risks of Material Misstatement,” paragraph 119.

17	 ISA 505, paragraphs 17. 

18	 ISA 505, paragraph 4.

19	 The requirements and guidance of ISA 545, “Auditing Fair Value Measurements and Disclosures,” are relevant when auditing the valuation assertion for 

material assets, liabilities and specific components of equity presented or disclosed at fair value.
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the investment manager, external investment advisors and 

others, to obtain an understanding of the process by which 

the relevant investments are valued and independently 

attempt to estimate the valuation of those investments using 

third party data and other relevant information. 

Additionally, if information is confirmed on an aggregate 

(such as a percentage ownership in the underlying fund) as 

opposed to on a security-by-security basis, that informa-

tion may not provide adequate audit evidence with respect 

to the existence assertion for individual investments. 

In the case where a confirmation request is sent to an asset 

manager that is not the custodian of the entity’s assets, 

the response on its own would likely not provide sufficient 

appropriate audit evidence regarding the assertions about 

the existence of the assets or whether the entity holds or 

controls the rights to them.

ISA 505 also indicates that a further factor in deciding the 

extent to which to use external confirmations is the char-

acteristics of the environment in which the entity oper-

ates.20 In the light of the current economic environment, 

the auditor may find that certain respondents may be less 

likely to respond than they might have previously. While 

this does not imply that confirmation requests should not 

be sent, it may be more likely that additional or alternative 

procedures will need to be performed to obtain sufficient 

appropriate audit evidence in the circumstances. 

Use of Technology in the Confirmation Process

Largely in an effort to make the external confirmation 

process more efficient and effective, auditors have been 

increasingly relying on technology to obtain external 

confirmations. Electronic mail, facsimiles, and other 

electronic communications have become accepted meth-

ods of communication in addition to traditional mail. In 

some countries, certain confirmation processes also now 

involve the use of third party service providers serving 

as intermediaries between the auditor and the respon-

dent through an electronic medium. For example, some 

20	 ISA 505, paragraph 4.

21	 In a situation where auditors have been required to access their clients’ information through a web portal, auditors have sometimes been required to 

acknowledge “click-through agreements” in order to gain access to the information. These agreements sometimes contain disclaimers and other restrictive 

language (discussed further on page 6 of this alert), or impose a duty of care in excess of what professional standards otherwise require. Auditors may need to 

consider the effects of these restrictions on their ability to rely on the information obtained.

financial institutions will no longer accept and respond 

to paper confirmation requests received by mail and will 

only respond to confirmation requests sent electronically 

through designated third party service providers. Addition-

ally, web portals are used by some respondents to allow 

auditors to access and obtain confirmation of their clients’ 

information. For example, a brokerage firm may set up 

such a portal and grant the auditor a unique ID and pass-

word for a one-time access to the client’s detailed account 

statements. In setting up such a portal, the respondent aims 

to achieve greater efficiencies in processing and respond-

ing to a large number of confirmation requests from audi-

tors.21 Confirmations obtained through these various 

technological means may broadly be described as electronic 

confirmations.

ISA 505 does not preclude the use of an electronic con-

firmation process or the acceptance of electronic con-

firmations as audit evidence. However, no confirmation 

response is without some risk of interception, alteration or 

fraud, regardless of whether it is in paper form, or received 

through an electronic or other medium. While electronic 

confirmations may improve response times and claim to 

increase the reliability of responses, they may also give rise 

to new risks that the responses might not be reliable. This 

is because with electronic responses, proof of origin and 

authority of the respondents to respond may be difficult to 

establish, and alterations may be difficult to detect.

An electronic confirmation process that creates a secure 

environment for executing the confirmation request may 

mitigate the risk of inappropriate human intervention and 

manipulation. An important factor may therefore be the 

mechanism that is established between the auditor and the 

respondent to minimize the risk that the electronic con-

firmation will be compromised because of interception, 

alteration, or fraud.

If the auditor plans to use an electronic confirmation  

process to obtain audit evidence, the following risks may  

be relevant in designing the confirmation procedure:
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•	 The response may not be from the proper source.

•	 The respondent may not be authorized to respond.

•	 The integrity of the transmission may have been 

compromised.

If the auditor has doubts about the reliability of an elec-

tronic confirmation, it may be possible to verify the source 

and contents of the response by contacting the respondent. 

For example, when a confirmation response is transmitted 

by electronic mail or facsimile, it may be appropriate to 

telephone the respondent to determine whether the respon-

dent did, in fact, send the response.22 It may also be possi-

ble to ask the respondent to mail the original confirmation 

directly to the auditor. If a response is received indirectly 

(for example, because the respondent incorrectly addressed 

it to the entity rather than to the auditor), it may be appro-

priate to ask the respondent to respond again in writing 

directly to the auditor.

If a respondent will only respond to a confirmation request 

through a third party service provider and the auditor plans 

to rely on the service provider’s process, it may be important 

that the auditor be satisfied with the controls over the infor-

mation sent by the entity to the service provider, and the 

controls applied during processing of the data and prepa-

ration and sending of the confirmation response to the 

auditor. A service auditor’s report on the service provider’s 

process may assist the auditor in evaluating the design and 

operating effectiveness of the electronic and manual con-

trols with respect to that process. Such a report will often 

address the three types of risk noted above. 

Various techniques may also be used for validating the iden-

tity of the sender of electronic information and its authori-

zation to confirm the requested information. For example, 

the use of data encryption,23 electronic digital signatures,24 

and procedures to verify website authenticity 25 may improve 

the security of the electronic confirmation process.

Disclaimers and Other Restrictions  
in Confirmation Responses

Besides such factors as the nature of the information being 

confirmed and the respondent’s knowledge of the matter and 

authority to respond, ISA 505 notes that a further factor that 

affects the reliability of external confirmations is whether 

any restrictions have been included in the responses.26

Auditors have seen an increasing number of instances 

where respondents have included disclaimers and other 

restrictions in confirmation responses, whether transmit-

ted in paper form or through an electronic medium. 

Restrictions that appear to be boilerplate disclaimers of 

liability may not affect the reliability of the information 

being confirmed. Examples of such disclaimers sometimes 

seen in practice include:

•	 Information is furnished as a matter of courtesy with-

out a duty to do so and without responsibility, liability 

or warranty, express or implied.

•	 The reply is given solely for the purpose of the audit 

without any responsibility on the part of the respon-

dent, its employees or agents, and it does not relieve the 

auditor from any other inquiry or the performance of 

any other duty.

Other restrictive language also may not invalidate the  

reliability of a response if it does not relate to the assertion 

being tested. For example, in a confirmation of investments, 

a disclaimer regarding the valuation of the investments 

may not affect the reliability of the response if the auditor’s 

objective in using the confirmation request is to obtain 

audit evidence regarding whether the investments exist.

22	 ISA 505, paragraph 33.

23	 Encryption is the process of encoding electronic data in such a way that it cannot be read without the second party using a matching encryption “key.” Use 

of encryption reduces the risk of unintended intervention in a communication.

24	 Digital signatures may use the encryption of codes or text or other means to ensure that only the claimed signer of the document could have affixed 

the symbol. The signature and its characteristics are uniquely linked to the signer. Digital signature routines allow for the creation of the signature and the 

checking of the signature at a later date for authenticity.

25	 Website authenticity routines may use various means including mathematical algorithms to monitor data or a website to ensure that its content has not 

been altered without authorization. Webtrust or Verisign certifications may be earned and affixed to a website, indicating an active program of protecting the 

underlying content of the information.

26	 ISA 505, paragraph 6.
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On the other hand, certain restrictive language may cast 

doubt about the completeness, accuracy or the auditor’s  

ability to rely on the information contained in the response.  

Examples of such restrictions sometimes seen in practice 

include:

•	 Information is obtained from electronic data sources, 

which may not contain all information in the respon-

dent’s possession.

•	 Information is not guaranteed to be accurate nor  

current and may be a matter of opinion.

•	 The recipient may not rely upon the information in  

the confirmation.

Whether the auditor may rely on the information con-

firmed and the degree of such reliance will depend on the 

nature and substance of the restrictive language. Where 

the practical effect of the restrictive language is difficult 

to ascertain in the particular circumstances, the auditor 

may consider it appropriate to seek clarification from the 

respondent or seek legal advice.

If restrictive language limits the extent to which the auditor  

can rely on the confirmation responses as audit evidence,  

additional or alternative audit procedures may need to  

be performed. The nature and extent of such procedures  

will depend on factors such as the nature of the financial  

statement item, the assertion being tested, the nature and  

substance of the restrictive language, and relevant infor-

mation obtained through other audit procedures. If the  

auditor is unable to obtain sufficient appropriate audit  

evidence through alternative or additional audit proce-

dures, the auditor is required to consider the implications 

for the auditor’s report in accordance with ISA 701.27

27	 ISA 701, “Modifications to the Independent Auditor’s Report.”

Recent Revision to Extant ISA 505

In conjunction with its Clarity Project, the IAASB revised 

a number of its standards, including ISA 505. The revised 

ISA will be effective for audits of financial statements for 

periods beginning on or after December 15, 2009, the date 

when all the standards redrafted under the IAASB’s Clarity 

Project become effective. The revised ISA 505 is available at 

http://web.ifac.org/clarity-center/isa-505. 

National Guidance

In some jurisdictions, additional national guidance on the 

use of confirmation procedures to obtain audit evidence 

may be available. Auditors may find it helpful to refer to 

such guidance where available, in addition to this alert, 

when planning and executing their audits.
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which provides public interest input into the development 
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